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DEFENDER

NADC members overwhelmingly 
consider the professional networking and 
programming at our NADC conferences among 
the most rewarding professional development 
opportunities in our industry. But if you’ve 
ever thought that it would be interesting to 
include the perspectives of state regulators or 
the manufacturer reps in these presentations 
(and cocktail hours), then you should seriously 
consider getting out to the annual fall meetings 
of the American Association of Motor Vehicle 
Administrators (“AAMVA”) and the National 
Association of Motor Vehicle Boards & 
Commissions (“NAMVBC”).

What are the AAMVA and NAMVBC?

If you’ve never heard of these associations, 
you’re not alone. My informal survey confirmed 
that most NADC members have never heard of 

Rollin' With the Regulators: The Annual 
Meetings of the American Association 
of Motor Vehicle Administrators and 
National Association of Motor Vehicle 
Boards & Commissions

these associations, let alone the meetings. In fact, 
a fellow NADC member clued me in on these 
meetings just a few years ago.

The AAMVA is the much larger organization, 
consisting of motor vehicle administrators, 
law enforcement, and other highway safety 
regulators. The focus of the AAMVA is on 
vehicle registration, driver licensing, highway law 
enforcement and other safety issues. One of its 
primary goals is the development and promotion 
of uniformity and reciprocity of motor vehicle 
regulation among the states and Canadian 
provinces.1 Virtually every state and Canadian 
province is active to some degree in the AAMVA.

By Eric A. Baker, Wisconsin Dealer Law

1  https://www.aamva.org/about 
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The NAMVBC membership is open to “any government agency 
responsible for issuing, licensing, or sanctioning licensees that are 
engaged in the sales or distribution of vehicles,” and its Mission 
Statement is: “Promoting fair, reasonable and uniform laws among the 
states with respect to the distribution and marketing of motor vehicles 
in order to prevent frauds and unfair business practices, and to promote 
and maintain a fair and sound system of distribution of motor vehicles 
to the public.”2 Participation in NAMVBC fluctuates, and, currently, 
nineteen jurisdictions are listed as active.3

Full membership in these associations is restricted to government 
agencies and their officials. Each association, however, has associate 
membership opportunities for private stakeholders, and several of our 
NADC members, as well as motor vehicle manufacturers and their allied 
law firms, accountants, and other vendors are active associate members. 
Like NADC, these associations have restricted email listservs, and they 
also collaborate internally through working groups and committees.

AAMVA and NAMVBC Fall Meetings

Each association conducts a multi-day fall meeting, usually in late 
September, which includes educational programming directed to agency 
personnel, as well as sponsored networking receptions and dinners. 
Meeting registration is open to non-member attendance. For the first 
time, this past fall, the two associations scheduled their meetings to 
overlap, so as to accommodate regulators who participate in both groups. 
Madison, Wisconsin, was fortunate to host this inaugural summit.

The AAMVA Annual International Conference runs on a multi-
track format, with sessions on motor vehicle law enforcement, DMV 
administration (DMV technology, cyber security, customer experience), 
driver’s licensing, and motor vehicle titling and records management. 
Although AAMVA sessions generally are not germane to attorney 
practice, there are usually around one thousand attendees (agency and 
allied industry representatives) and some NADC members appreciate 
the opportunity to interact in a conference environment with agency 
personnel they also engage on dealership-client matters.

The NAMVBC meeting focuses more narrowly on dealership 
licensing and regulation, including manufacturer-dealership “franchise” 
relations. This past September’s meeting included sessions on the Future 
Regulation of Dealership Operations (with NADC member Bruce 
Anderson presenting), EV Direct Sales (with NADC member Anthony 
Bento), Warranty Reimbursement (with NADC member Jim Appleton), 
Right to Repair Legislation (with NADC member Robert O’Koniewski), 
COVID Pandemic Impact on the Motor Vehicle Industry (with NADC 
member Greg Kirkpatrick), Constitutional Challenges to State Franchise 
Laws (with NADC member Lauren Bailey), Dealer Terminations (with 

NADC associate member Joe Roesner), and Regulation of Multi-Stage 
Vehicle Manufacturing and Distribution (with yours truly). NAMVBC 
presentations are generally conducted in a panel format, including a 
manufacturer-side representative (often outside legal counsel) and 
sometimes state government agency representatives. The inevitable verbal 
sparring between these competing viewpoints not only adds insight; it is 
often quite entertaining, as well!

The NAVMBC meeting attendance is usually in the range of 
100 to 150, including many state regulators, but also in-house and 
outside legal counsel for manufacturers, non-attorney manufacturer 
representatives, NADA legal staff, ATAEs, and some dealership in-house 
and outside legal counsel. The presentations are sufficiently focused on 
legal issues that NAMVBC obtained attorney CLE approval for this 
year’s agenda from a number of jurisdictions. Afternoons are capped 
off with either a scheduled reception or dinner for all attendees, and it 
is routine for semi-organized groups to continue informal networking 
at area establishments.

Join the Bandwagon!

The 2024 AAMVA Annual International Conference is set for 
September 24-26, in Atlanta, Georgia.4 The NAVMBC meeting 
is tentatively planned for that same week and location, and details 
will be available on the NAMVBC website when they are finalized:  
http://namvbc.org/upcoming-meeting.html. Our NADC colleagues 
would heartily welcome more dealer-side representation at these 
meetings, so mark your calendars and come on out. Hope to see you 
there!

I’ve had the chance to do a lot of other things as a board member 
and I hope that the organization has benefitted from my service, but 
I know that I benefitted more. My motive in joining the board was 
purely selfish. I learned so much about the law, the industry and myself. 
I will miss it.

2  http://namvbc.org/index.html 
3  http://namvbc.org/government-members.html 
4   https://www.aamva.org/events-education/conferences-meetings

http://namvbc.org/upcoming-meeting.html
http://namvbc.org/index.html 
http://namvbc.org/government-members.html 
 https://www.aamva.org/events-education/conferences-meetings
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President’s Message

Scott Silverman
DSR Motor Group 
NADC President

Fake it ‘til you make it. 

Technically, that is not allowed for attorneys. The model ethical 
rules 1.1 (implemented in most states) provide “A lawyer shall provide 
competent representation to a client. Competent representation 
requires the legal knowledge, skill, thoroughness, and preparation 
reasonably necessary for the representation.”... so, how do you get 
there with limited resources?

Our association was established nearly 20 years ago, thanks to 
the vision, dedication, and unwavering commitment of a select group 
of pioneering attorneys. They laid the foundation for what has since 
evolved into a beacon of knowledge, wisdom, and camaraderie for all 
of us in the automotive legal industry.

Over the years, we have grown and adapted to meet the ever-
evolving challenges and opportunities in the world of automotive 
law. We have become a vital resource for sharing knowledge, insights, 
and best practices in our field. The NADC is a repository of expertise. 

At the beginning of my career in the ‘90s, I joined a medium-
sized firm in Boston that was a general service firm with approximately 
80 attorneys that happened to have a small auto practice. While 
many dealers used their family attorney or real estate counsel for 
small disputes and manufacturer “ding” letters, they routinely knew 
to seek more experienced and/or specialized counsel when it came 
to “bet the farm” type litigation. However, there were probably no 
more than four to five attorneys in the state focused on representing 
auto dealers – each of which were competing against each other for 
clients rather than collaborating. I began working on siting disputes, 
termination cases, incentive audits – with some experienced senior 
counsel, and then on my own. In retrospect, my experience paled in 
comparison to that of the counsel representing the manufacturers. 
Even more daunting, most relevant judicial decisions were hard to find 
—typically with cases decided at the injunction stage or trial court (or 
even with a confidential tribunal) at a time when the internet did not 
provide the same type of robust search capabilities that we have today 
(remember when attorneys had to decide whether to use westlaw or 
lexis!, maybe that still happens, but as in-house counsel, fortunately, 

I get to avoid it). As a young associate I learned the anxiety associated 
with spinning my wheels, long weekends spent researching topics... 
and writing down my own time because the work needed never fit 
any reasonable expectation for what the client’s anticipated.

On the other end of these auto disputes, representing 
manufacturers, was a collection of very large, experienced law firms 
whose attorneys shared the knowledge and experience of probably 
every type of manufacturer/dealer dispute. However, it is not just the 
shortlist of firms that represent the alliance that we confront. Attorney 
generals communicate and consumer protection groups have their 
associations, and the FTC along with other federal agencies all can 
operate as both rule makers and enforcers. While those opponents 
remain similarly armed in dealer disputes, NADC has provided an 
incredible step towards leveling the playing field. Of course, that 
is only part of what NADC represents. Helping to educate dealer 
counsel on regulatory matters transactional issues, customer disputes, 
and other categories. It has begun to fill a void of cohesiveness that 
always existed with opposing counsel.

While our founding members, at the time, may not have fully 
envisioned the incredible resource they were creating, they set the 
stage for the exceptional community we have become. We owe them 
an immense debt of gratitude for their foresight. As we commemorate 
two decades of the NADC, let us take a moment to express our 
heartfelt appreciation to the original architects of this association. 
Their vision, hard work, and the enduring legacy they have created 
should inspire us to continue building upon their solid foundation. 
Together, we must ensure that the NADC remains a vibrant hub for 
knowledge-sharing and collective growth. I know it is something  
I needed. Here's to another 20 years of excellence and camaraderie.

®Happy Holiday!
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Dave
Cantin
Group

Dave Cantin Group provides end-to-end 
M&A advisory services from the first touch 
to the closing table and beyond.

YOUR PARTNERS
BEYOND THE
TRANSACTION

Scan to connect
with an advisor.
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"As California goes, so goes the nation” is no mere saying. 
Perhaps nobody better than automotive dealers have lived on their 
skin this adage, with regulations and enforcement practices quickly 
and regularly expanding from the sunny Pacific shores across the land. 
With that in mind, NADC members should pay particular attention 
to the recent announcement of the California Privacy Protection 
Agency (“CPPA”) that it will be “reviewing the data privacy practices of 
connected vehicle (CV) manufacturers and related CV technologies.” 
In its original announcement much is left untold, but two things are 
clear: first, this is not just about manufacturers but about a broader 
ecosystem, and second, the checklist companies will be held against 
is the list of rights consumers have. In this article, we will focus on 
(1) why dealers should pay urgent attention to CPPA’s investigation,
(2) what percentage of the vehicles on a dealer lot fall under its
scope, and (3) why addressing the Right To Know should be the top
priority for dealership attorneys, since dealerships face huge gaps and
it’s the most litigated CA consumer right which resulted in changing
the practices for online business across the whole United States.

Dealers should pay urgent attention to CPPA’s 
investigation

California is considered a bellwether state by attorneys for good 
reasons. This is possibly even more true for privacy regulations. 
The 2018 California’s Consumer Privacy Act (“CCPA”) was the 
first privacy law in the land and set in motion legislative efforts 
around the country. At the time of this article, 11 states have passed 
comprehensive privacy laws (California, Colorado, Connecticut, 
Indiana, Iowa, Montana, Oregon, Tennessee, Texas, Utah, and 
Virginia). Two more, Washington and Florida, enacted strong sectorial 
privacy laws that affect dealers. Five have active bills (Delaware, 
Massachusetts, Ney Jersey, North Carolina, and Pennsylvania) and 
another 16 have inactive bills that most likely will resume with the 
next legislative cycle. California also kept rising the bar for what 
companies are expected to do to protect consumers: in November 
2020, voters approved Proposition 24, the California Privacy Rights 
Act (“CPRA”) which amended the CCPA and added new additional 
privacy protections that began on January 1, 2023. At accelerating 
speed, privacy laws are sweeping, and California is leading. 

One unique feature of California’s privacy laws is that they 
created the CPPA, which is first agency in the country to be solely 
focused on enforcing privacy regulations, a role typically taken by the 
FTC or a state’s Attorney General (CCPA also has a Private Right 
of Action provision). NADC members should find extremely telling 
and worth of notice that the very first place CPPA decided to probe 
is the privacy practices surrounding vehicles. If enforcement history 
is any lesson, B2C businesses, in particular retailers, are typically first 
in line when AGs and other enforcement agencies look at pointing 
fingers at who in their eyes wronged consumers. 

Most if not all the vehicles on dealership lots are  
in-scope Connected Vehicles

NADC members should not assume that what manufactures call 
Connected Vehicles has any resemblance with the legal definition of 
what a CV is. If you were to, you would underestimate the number 
of vehicles in scope by an order of magnitude and about 15 years of 
manufacturing: chances are that most, and possibly all the vehicles on 
your lot right now are CVs!

So what falls under the legal definition of CVs? Attorneys should 
look no further than SB-327: a law that California passed just about 
the same time of CCPA and was the first IoT (Internet of Things) 
Security law in the world. SB-327 set the standard for laws across 
the globe for what constitutes a “connected device”. In the words of 
the legislators: “Connected device” means any device, or other physical 
object that is capable of connecting to the Internet, directly or indirectly, 
and that is assigned an Internet Protocol address or Bluetooth address. In 
laymen’s terms: if you can sync a phone and stream music through 
the car’s speakers, that vehicle is a “connected device”, hence a CV. 
This is a far simpler, older, and more widespread technology than 
what manufactures colloquially refer to as a “CVs”: vehicles that have 
their own native, embedded connectivity (meaning they contain a 
Telematics Control Unit with direct access to a mobile telecom 
network via a “SIM”).

When the IoT security law was passed, realizing there were 
no categorization of various vehicle connectivity technologies, 
Privacy4Cars proposed the world’s first taxonomy of Connected 

PRIVACY CHANGES COMING TO YOUR DEALERSHIP
By Andrea Amico, Privacy4Cars

https://cppa.ca.gov/announcements/2023/20230731.html
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&&part=4.&&lawCode=CIV&&title=1.81.5.
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://www.caprivacy.org/cpra-resource-center/
https://www.oag.ca.gov/privacy/ccpa/enforcement
https://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201720180SB327
https://privacy4cars.com/data-in-cars/p4cs-five-levels-of-vehicle-connectivity/
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Vehicles. Attorneys may find useful to refer to it to understand the 
differences between Level 0 (no connectivity) to Level 5 (V2X, the 
highest possible level of connectivity) and the privacy implications 
of each rising level. What OEMs call CVs is between Levels 3 and 5 
(all EVs for instance are level 5, because they connect to the charging 
infrastructure). What the law regulates includes Level 1 and 2 that 
were in showrooms at the turn of the millennium, i.e. ~15 year gap 
between SB-327’s definition and the OEM’s: an astounding symptom 
of how overlooked the legal issues posed by connected vehicles have 
been—until recently. 

First order of business: fixing the Right to Know gap

The head of enforcement of CPPA, Michael Mako, explained 
in a TV interview on August 8th that the scope of the investigation is 
“Connected Vehicles” (“CVs”) and the objective is “to understand how 
privacy rights of consumers are being respected and honored in this 
very complex web [of companies]”. Mako continues by mentioning 
geolocation information, data from phones, and interactions through 
the infotainment as examples of vehicle data collection.

The Right To Know is the first right listed on the CCPA (hence 
fully enforceable) and is rooted in the principle that businesses should 
be transparent and tell consumers what data will be collected and 
with whom it will be shared or sold to—essentially the privacy-
specific version of the federal or your local Unfair and Deceptive 
Acts and Practices acts. So how well are dealers faring in this area? 
In a recent mystery shopping exercise, Privacy4Cars discovered that 
less than 1 in 20 dealer associates correctly answered consumers’ 
basic vehicle privacy questions about whether the car they just test 
drove was capable of collecting personal information, and whether 
the manufacturer has the right to share it and sell it to third 
parties (the correct answers, for the recently manufactured vehicles 
consumers test drove, were “yes” and “yes”). If less than 5% correct 
does not sound good, it gets worse: about two-thirds of salespeople 
vehemently denied any data collection and sharing/selling was taking 
place: a significant UDAP risk considering their statements were in 
stark opposition to the OEMs’ publicly available privacy policies 
and terms. We should add: zero sales associates were able to make 
any factually accurate comparison between the two different vehicles 
consumers had just taken for a test drive. Imagine not being able to 
communicate accurately to consumers how two cars for sale compare 
in gas mileage or safety features: plaintiff attorneys would be rubbing 
their hands as they file misrepresentation lawsuits for failure to 
disclose material facts by asserting the vehicle does or does not have 
or do certain things. This scenario is the unfortunate current norm 
in showrooms across the nation when it comes to vehicle privacy 
features and, CPPA and other agencies may argue, is a far cry from 
the commitment to “represent our products clearly and factually” in 
NADA’s Code Of Ethics.

While regulators and plaintiff attorneys could easily put the 
full blame on dealers, the reality is that dealers are being set up for 
failure. At Privacy4Cars we spent years analyzing and benchmarking 
the legal documents OEMs publish to disclose their data practices. 
What we found is that this information is spread throughout various 
documents, that those documents are not always easy to find, and 
that recent vehicles require typically over 2 hours of reading of thick 
legalese that is beyond the reading comprehension abilities of a large 
share of vehicle buyers (and dealership employees). We also found no 
evidence of any document OEMs or associations had made available 
to dealerships to address this massive knowledge gap.

For this reason, at the end of May 2023 we launched https://
vehicleprivacyreport.com, the first free resource for consumers to 
easily understand key privacy facts about any vehicle, including the 
world’s first privacy labels for cars: a set of 10 icons that graphically 
illustrate what data the OEM collects and with whom they share/sell 
it. For dealerships we created a simple website script that automatically 
labels 100% of the inventory for sale (and doubles as a merchandising 
tool): think of it as “the Carfax of privacy” or as “the cookie banner of 
vehicles”. We are currently publishing almost one million labels per 
week on dealership websites.

Obligation to disclose vehicle privacy practices?

So are dealerships mandated to make explicit disclosures to 
consumers about the data practices for any given vehicle on their lot 
prior to selling it? Guidance has not yet been so specific, but what 
we do know is that California’s Attorney General made it abundantly 
clear that burying information about tracking users in the fine lines 
of a policy is insufficient—which is why hopefully your or your 
clients’ dealerships have a cookie banner (a practice that has rapidly 
bled outside of California). If authorities are concerned to the point 
of dishing 7-figures fines when retailers are not telling consumers 
about cookies, time will tell how they will feel about whether there is 
a need for dealerships to disclose the collection of identifiers, precise 
geolocation, biometrics, information from connected phones, and 
profiling of users people are subject to when they buy a vehicle, one 
of the largest financial commitments Americans can make.

Undisclosed data practices may be more than a privacy issue: 
across the Atlantic, the Publication Office of the European Union 
released earlier this year a “study on the provision of information to 
consumers about the processing of vehicle-generated data” authored 
by the Directorate-General for Justice and Consumers (roughly 
equivalent to our AG Office). Their mystery shopping findings 
where very much in line with the Privacy4Cars’ studies mentioned 
before and their concern was that, since consumers value privacy, not 
disclosing the significant privacy implications of modern vehicles may 

https://privacy4cars.com/data-in-cars/p4cs-five-levels-of-vehicle-connectivity/
https://www.youtube.com/watch?v=Mif4cAV0Yeg
https://www.findlaw.com/consumer/lemon-law/how-to-sue-a-car-dealer-for-misrepresentation-.html
https://www.nada.org/nada/code-ethics
https://vehicleprivacyreport.com/
https://vehicleprivacyreport.com/
https://oag.ca.gov/news/press-releases/attorney-general-bonta-announces-settlement-sephora-part-ongoing-enforcement
https://op.europa.eu/en/publication-detail/-/publication/d241ad9e-a699-11ed-b508-01aa75ed71a1/language-en/format-PDF
https://op.europa.eu/en/publication-detail/-/publication/d241ad9e-a699-11ed-b508-01aa75ed71a1/language-en/format-PDF
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be distorting the market because consumers may have made different 
purchasing choices or would have been willing to pay a different 
amount had they know. In short: not telling consumers about what 
data their vehicle sucks out once the dealer hands them the keys is a 
possible case of unfair competition. 

The prudent approach to stay clear of Section 5 of the Federal 
Trade Commission Act and of the growing list of privacy laws in 
the country is to uphold the Right To Know and take measures to 
make proactive disclosures to consumers well before they walk into 
your dealership’s office. Dealerships should have a policy on how to 
make disclosures and have proper electronic or physical materials and 
collaterals for every vehicle on their lot that the staff can reference to 
so to provide a high level of accuracy and consistency of information. 
Those materials should reference the manufacturers’ legal disclosures 
but would also need to strike a balance on how to easily communicate 
privacy information without requiring the average consumer to 
get a JD or to add hours to the purchasing process. Unfortunately 
relying on the knowledge and best effort of dealership personnel to 
make accurate and timely privacy disclosures is akin to hoping they 
can make vehicle history disclosures without relying on specialized 
technology providers. Counsels should take leadership in demanding 
stores adopt robust processes, policies, and tools. 

The second key right, the Right to Delete, is rooted in the 
principle that consumers should be able to minimize their data 
footprint. While there is no precise equivalent in NY, the SHIELD 
Act, the Disposal of records containing personal identifying 
information (399-H), and other laws (including the record disposal 
sections of GLBA) require businesses to be proactively responsible 
for the deletion of personal information (PI), including prior to 
disposing of an asset that contains unencrypted records (almost 
all vehicles fall under this definition). Considering it is often easy 
to re-identify a consumer from data dealers frequently leave in 
vehicles for sale, loaners, and the like (e.g. from the name of synched 
smartphones, the home address, the phone number in the voicemail 
settings or favorites); that people’s contacts and text messages often 
contain regulated PI such as account numbers, social security 
numbers, passwords, tokens, and second factors of authentication; 
that increasingly vehicles capture biometrics; and that more and 
more vehicles allow consumers to make financial transactions (from 
purchasing gas or coffee, to paying tolls, to unlocking pricey features) 
through the infotainment or other devices in vehicles, it is easy to see 
how a scrupulous AG or plaintiff attorney may build a case against 
most NY dealerships (please note under SHIELD there is no need to 
prove harm, only data disposal negligence, to file a complaint). 

New York auto dealers should consider using the news out of 
California as an opportunity to raise their internal standards for 

vehicle privacy practices. The best way to do so is by committing 
to transparency throughout the entire vehicle sale or trade-in/
lease return process. Consider putting privacy-related information, 
including what personal information a vehicle might capture, share or 
sell, on the vehicle’s listing page. Be sure all members of the sales staff 
are properly trained in communicating privacy-related information 
to customers, and delete stored personal information from any 
vehicle that is changing hands on the business’ lot. Forward-thinking 
dealers will learn in an upcoming GNYADA webinar how they can 
correctly yet simply represent policies and terms that would take 
hours for a lawyer to read, and not only lower their customers’ and 
their business’ risk, but also use disclosures and protections to build 
traffic, consumer engagement on their website, loyalty, and more 
business advantages to gain a competitive advantage against their less 
progressive counterparts.

Andrea Amico is the founder and CEO of Privacy4Cars, the first 
and only technology company focused on identifying and resolving data 
privacy issues across the automotive ecosystem. Privacy4Cars' patented 
AutoCleared™ solution helps users quickly and confidently delete vehicle 
users' personal information (e.g., phone numbers, call logs, location 
history, garage door codes, and more) while building compliance records. 
Its Vehicle Privacy Report™ tool is a first-of-its-kind privacy disclosure 
and merchandising feature dealers can use to automatically populate  
VIN-specific privacy labels for 100% of their inventory. Andrea can be 
reached at info@privacy4cars.com. 

https://ag.ny.gov/resources/organizations/data-breach-reporting/shield-act
https://ag.ny.gov/resources/organizations/data-breach-reporting/shield-act
https://www.nysenate.gov/legislation/laws/GBS/399-H
https://www.nysenate.gov/legislation/laws/GBS/399-H
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know
https://www.ftc.gov/business-guidance/resources/ftc-safeguards-rule-what-your-business-needs-know
https://privacy4cars.com/
https://vehicleprivacyreport.com/
mailto:info@privacy4cars.com
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Schedule a consultation today.
Accelerate2Compliance.com  /  Privacy4Cars.com 

2 plus 4
equals you’re covered.

For dealerships needing to
stay ahead of privacy regulations,

Accelerate2Compliance is your FTC compliance expert. An NADA Affinity 
Partner, the Accelerate2Compliance (A2C) program is built to help dealers 
install complete and technical FTC safeguards and related solutions.The 
A2C roadmap assists dealerships with identifying information security 
compliance risk, implementing policies and procedures, delivering ongoing 
training and testing, and assessing vendor vulnerabilities. We’ll give you the 
key fob to a shiny new assessment. And you drive toward compliance.

Privacy4Cars offers a suite of services to expand protections, by focusing 
on privacy, safety, security, and compliance. Its patented AutoCleared™ 
solution helps users quickly and confidently delete vehicle users’ personal 
information — phone numbers, call logs, location history, garage door 
codes, and more — while building compliance records. Its Vehicle Privacy 
Report™ tool is a first-of-its-kind one hundred percent automated tool to 
make fair and transparent disclosures for all vehicles dealers have in their 
inventory. For speeding toward protection, this is 4-on-the-floor.

Anyway you add it up, you’re on the road to compliance.

Accelerate2Compliance plus Privacy4Cars.
Your comprehensive security solutions for 

protecting personal data from cyber threats.
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The Federal Trade Commission (FTC) has recently intensified 
its stance on consumer data protection by unveiling a significant 
amendment to the FTC Safeguards Rule. This directive, centered 
around data breach reporting, is of paramount importance to all 
dealerships across the country. The legal team at ComplyAuto has 
reviewed the published amendment and FTC comments at length 
and have summarized their findings below.

Mandatory Reporting and Increased Accountability

Dealerships are now obligated to promptly report any data 
breach affecting 500 or more customers directly to the FTC. Beyond 
the act of reporting, this rule ushers in heightened accountability. An 
electronic report to the FTC not only standardizes the process but 
also triggers an immediate investigation into the dealership's security 
protocols and compliance with the Safeguards Rule.

FTC's Unambiguous Position on Data Breaches

Within the FTC’s comments, it states that "[t]he Commission 
believes that taking action to correct a potential Safeguards Rule 
violation before additional security events can harm consumers is 
appropriate and desirable." This statement underscores the FTC's 
commitment to proactive consumer data protection and to go after 
violating businesses with the full force of the federal government.

Encryption: A Non-Negotiable Requirement

The amendment specifically places a significant emphasis 
on encryption. Dealerships must report breaches involving 
"unencrypted" data, making it imperative for dealers to adopt 
encrypted messaging tools and ensure the encryption of device hard 
drives in order to secure their customer information. Not doing so 
would not only put you at significant risk to a data breach but also 
squarely in the FTC’s crosshairs. 

Time-Sensitive Reporting and Public Disclosure Risks

Dealerships are afforded a mere 30 days from the discovery 
of a breach to report it to the FTC. The FTC's decision to make 
these reports public heightens the risk of negative media attention, 
reputational damage, and a potential erosion of customer trust. In 
such a highly competitive industry and the importance of personal 
information, being publicly named in a data breach could mean the 
difference between losing a customer or losing a dealership.

ComplyAuto: Your Partner in Data Breach Compliance

Dealerships that are currently lagging in compliance are treading 
very dangerous waters, but by mid-2024, when this amendment 
becomes effective, the full force of the Safeguards Rule will be in 
play. “Flying under the radar” will no longer be an option and 
non-compliance could lead to serious regulatory and reputational 
consequences.

Endorsed by over 35 state dealer associations, ComplyAuto 
is the singular one-stop solution for the Safeguards Rule and all of 
its iterations. It is the only platform that offers encryption tools for 
messaging and devices, directly catering to the stringent encryption 
requirements of the amendment.

Key Takeaways: Navigating the New Data Breach 
Reporting Landscape

For dealerships to stay ahead of the curve, understanding the 
crux of the new rules is essential:

• Mandatory reporting of breaches affecting 500+ customers.

• Required electronic reporting via an FTC-provided form.

• �Emphasis on encrypted messaging tools and device hard drive
encryption.

• Only breaches involving "unencrypted" data are reportable.

• A strict 30-day reporting window post breach discovery.

• �Public disclosure by the FTC, with associated reputational
risks.

• Full rule enforcement expected by mid-2024*.

For more information about our Safeguards Rule solutions, 
please visit us at https://www.complyauto.com or email us at info@
complyauto.com. 

*The amendment becomes effective 180 days after it is published in
the Federal Registrar. We will keep our clients up-to-date and notify you 
when that occurs.

Industry Alert: FTC's New Data Breach Reporting Rule 
and Implications for Dealerships
By Chris Cleveland, ComplyAuto

https://www.complyauto.com
mailto: info@complyauto.com
mailto: info@complyauto.com
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CALIFORNIA  •  UTAH  •  TEXAS  •  ILLINOIS  •  OHIO  •  FLORIDA  •  VIRGINIA  •  NEW JERSEY  •  ALBERTA  •  ONTARIO

B R O K E R A G E  S E R V I C E S

9 4 9. 4 6 1.  1 3 7 2   •   P E R F O R M A N C E B R O K E R AG E S E R V I C E S . C O M

NORTH AMERICA’S HIGHEST VOLUME 
DEALERSHIP BROKERAGE FIRM

A TEAM OF INTEGRITY

We pledge to do it right, every time, one client at a time.

MOSHE STOPNITZKY
President

JON COUWENBERG
RV & Marine

JOCELYN KIM
Corporate

JASON STOPNITZKY
Co-Founder & Western

APRIL MILLER
Corporate

MELISSA GOLD
Corporate

JESSE STOPNITZKY
Partner & Western

LISA REINGOLD
Corporate

CHRISTINE MORRELL
Corporate

JONATHAN FORGY
CPA

CORI GUNDERSON
Corporate

JOHN MECHAM
Rocky Mountain

JONNY MECHAM
Rocky Mountain

PAUL KECHNIE 
Texas & Midwest

ERIC SCOTT
Texas & Midwest

MARK SHACKELFORD
Midwest East

MARK SHACKELFORD, JR.
Midwest East

EMILY BOURNE
Midwest West

GEORGE CHACONAS
Southeast & Powersports

COURTNEY BERNHARD 
Southeast & Powersports

JUAN PARDO
Southeast & Powersports

BRAD GEORGE
Southeast & Powersports

GERSHON ROSENZWEIG
Northeast

MATT WILKINS
Northeast

DAN ARGIRO
Trucking & Equipment

PAT ALBERO
Trucking & Equipment

ALEX ARGIRO
Trucking & Equipment

ROB ARMSTRONG
Canada

JOHN CAMPBELL
Canada

STEVE ALLEN
Canada

BRUCE MARCIA
Canadian Outdoor Recreation
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UPDATE: Treasury, IRS Release 
Proposed Regulations and 
Procedures for Clean Vehicle 
Credit Transfers
By Nicole M. Elliott, Mary Kate Nicholson, and Amish Shah, Holland 
& Knight LLP

NADC  
New Members

Full Member:

Michelle Adams
Sunroad Enterprises

Sarah Bishop
Kentucky Automobile Dealers  

Association

Aimee Majoue
Steptoe & Johnson, PLLC

Fellow Member:

Mark Metrey
Hudson Cook, LLP

Patrick Munson
Mallor Grodner

Associate Member:

David A Brackenbury
Dealer Exit Planning Associates

Mark Your 
Calendar.
Call for Presentations: If you have an engaging and educational program idea, please 
submit your proposal here: https://form.jotform.com/233055418773156 

Elliott Nicholson Shah

In our October issue, the article “Treasury, IRS Release Proposed 
Regulations and Procedures for Clean Vehicle Credit Transfers” 
discussed recent guidance issued by the Internal Revenue Service 
detailing how a taxpayer purchasing a new a new clean vehicle 
or previously owned clean vehicle can transfer such credit to 
a registered dealer in exchange for a financial benefit equal to 
the amount of the credit. At the time of publication, the IRS 
portal through which dealers can seek payment of the transferred 
credit was not yet available. That portal is now open and can 
be found at https://www.irs.gov/credits-deductions/register-
your-dealership-to-enable-credits-for-clean-vehicle-buyers. 

At this time dealers can only register the business; the IRS expects to 
fully launch the portal later this year. Dealerships should designate 
employees who are authorized to access the registration system. In order 
to set up your registration you need to use ID.me to verify your personal 
identity. You will also need to provide your dealership’s Employer 
Identification Number (EIN), proof of dealer license to sell vehicles, 
including license number and copy of license, and bank account 
information (if dealership intends to receive advance payments). 

The IRS will review the registration and could potentially ask for 
more information and will either approve or deny registration. If 
you encounter any difficulty with the registration process, contact  
irs.clean.vehicles.dealer.info@irs.gov with questions.

2024 Annual Member Conference 
April 14-16, 2024 | Silverado Resort, Napa, CA

Come Celebrate 20 years of NADC!

https://form.jotform.com/233055418773156
https://www.irs.gov/credits-deductions/register-your-dealership-to-enable-credits-for-clean-vehicle-buyers
https://www.irs.gov/credits-deductions/register-your-dealership-to-enable-credits-for-clean-vehicle-buyers
mailto:irs.clean.vehicles.dealer.info@irs.gov
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Your Reinsurance
Resource. 
At Portfolio, we build wealth for dealers  
through reinsurance and talent development.  
Portfolio’s story began with reinsurance and 
we continue to grow with reinsurance. 
For 16 consecutive years, Portfolio has earned the 
No. 1 or 2 ranking in the Dealers’ Choice Awards. 
Our time-tested reinsurance structure has been 
the success model that others try to emulate. 
We welcome the opportunity to discuss 
Portfolio reinsurance structure details 
with our clients’ legal and tax experts. 
— David Ibarra, Managing Director

(800) 705-4001
portfolioreinsurance.com/advisors
@2023 Portfolio Holding, Inc. All rights reserved.  23-NADC-HP-DI-00

Dealers are unnecessarily exposed  
to liability and risk associated 
with safety recalls!

Are your clients 

AutoAp provides automated recall management 
services with the most timely and accurate  
information in the industry. 

ASK ABOUT OUR SPECIAL NADC MEMBER BENEFIT  
503.951.6150  •  NADC@AutoAp.com

COVERED?

GENERATE 
ADDITIONAL 

WARRANTY 
REVENUE

SAVE TIME  
AND MONEY 
THROUGH 
AUTOMATION

AVOID  
LIABILITY  

REDUCE RISK 
AND IMPROVE 

COMPLIANCE

INCREASE 
CUSTOMER 
SATISFACTION  
THROUGH 
TRANSPARENCY

With AutoAp, your clients will...

We worry about recalls  
so dealers don’t have to!
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954.646.8921 /  HAIGPARTNERS.COM

INTEGRITY.  CONFIDENTIALITY.  EXPERIENCE. 

The Leading Buy-Sell 
Advisor for Higher Value 

Dealerships

556600+ 
DEALERSHIPS
BOUGHT OR SOLD 

229900+ 
TRANSACTIONS
$$88..55B 
IN VALUE 
Represented 2200  ooff  tthhee  
TToopp 150 Dealer Groups  --  
MMoorree Than Any Other 
Firm. 

A S S U R A N C E   /   T A X   /   A D V I S O R Y

Moving
FORward
requires

VISion

FORVIS is a trademark of FORVIS, LLP, registration of 
which is pending with the U.S. Patent and Trademark Office.

forvis.com

FTC SAFEGUARDS
DEADLINE IS JUNE 9TH
 Learn more at botdoc.io.

Get fast file sharing with bank-grade, 
end-to-end encryption in transit with Botdoc. 

Updated Member Contact Information

Please make sure to notify NADC Staff
(info@dealercounsel.com) if your contact 
information has changed so that your 
records can be updated accordingly. 
We list updated contact information 
in The Defender so all members 
can be aware of the change.
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•	 40	years	in	business
•	 400+	transactions
•	 550+	appraisals	

•	 Consolidation
•	 Litigation
•	 Consulting

•	 Dealership	
Brokerage

•	 Appraisals

Hire	Gordon	Wisbach
(
*
:

508-395-2500

Gordon@gwmarketingservices.com

GWMarketingServices.com

We pledge to do it right, every time, one client at a time.
949. 461. 1372    PERFORMANCEBROKERAGESERVICES.COM

NADC members are entitled to a 
comprehensive reinsurance evaluation 

for each of your dealer clients —  
no cost, no obligation. 

Mark Barnes 
Sr. Vice President  

(949) 637-2777  
mbarnes@portfolioco.com

Don’t get run over.
Anderson Economic Group has the 
industry expertise, connections, and 
clout to stand up to the big guys. 

Rely on our expert testimony to  
protect your interests.

5 17. 3 3 3 . 6 9 8 4
AndersonEconomicGroup.com/expertise/automotive

STAY OUT OF COURT
Over 200 state laws regulate the electronic personal 
information your customers leave in trade-ins, lease returns,
and loaners. Do you have administrative and technical 
measures to delete it and build compliance records?

It's easy to protect yourself
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WWW.FONTANAGROUP.COM

ECONOMIC CONSULTING • LITIGATION SUPPORT

CERTIFIED BY:

From Auditing & Accounting Solutions to
Tax Planning & Compliance

100 Ring Road West, Garden City, New York 11530
www.autocpa.net/trust
info@autocpa.net   516.741.0515

Discover why so many successful automobile
dealers have put their trust in us for over 30 years. 
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Visit www.crowe.com/disclosure for more information about Crowe LLP, its subsidiaries, 
and Crowe Global. © 2021 Crowe LLP.

Smart decisions. 
Lasting value.™
To learn more about our dealership services,  
visit crowe.com or contact Jodi Kippe at  
+1 954 489 4742 or jodi.kippe@crowe.com.

Audit2198-002K

AUTO DEALERSHIP 

SALES - ACQUISITIONS - EVALUATIONS

NEW ENGLAND'S PREFERRED BROKER

www.nancyphillips.com                          603-658-0004                          auto@nancyphillips.com

Maximizing Value for Your Clients

 RETAIL WARRANTY 
REIMBURSEMENT

FAST: No one completes your submission faster

SECURE: Your data & customer information is protected

GUARANTEED: You only pay when you are approved

OPTIMIZED: Proprietary software guarantees you the best result

(888) 477-2228
Info@DealerUplift.com
www.DealerUplift.com

ELEVATE YOUR BUSINESS PERFORMANCE

A C C O U N T I N G  –  C O N S U LT I N G  –  W E A LT H  M A N A G E M E N T

Assurance, tax, and consulting offered through Moss Adams LLP. ISO/IEC 27001 services 
offered through Moss Adams Certifications LLC. Investment advisory offered through 

Moss Adams Wealth Advisors LLC. ©2023 Moss Adams LLP
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www.CapitalAutomotive.com  •  (703) 288-3075

Helping Auto Dealers Leverage  
Real Estate Equity 100%

Expanding Existing Operations • M&A Support
Tax-Deferred Options • Estate & Succession Planning 

Over 21 Years Serving Dealers

Dedicated to providing world-class service, 
innovative solutions and industry expertise, 
specializing in dealership valuations, due 
diligence and forensic/fraud services and 
much more to the automotive industry.

SM

IN THE AUTOMOTIVE SERVICE INDUSTRY

withum.comBob Brown, CPA, Partner  (732) 572 3900

The Leading Sell-Side Advisor and
Thought Partner to Auto Dealers

Professional. Confidential. Proven.

www.KerriganAdvisors.com         (949) 202-2200
Securities offered through Bridge Capital Associates, Inc., Member FINRA, SIPC

D AV E  C A N T I N  G R O U P

800-722-8621
C A L I F O R N I A   |   D A L L A S   |   C H I C A G O   |   F L O R I D A   |   N E W  Y O R K

Sign up to receive dealership listing alerts
w w w . D a v e C a n t i n G r o u p . c o m

BE A CONTRIBUTOR!
We are always looking for submissions to publish in the Defender. Please send your

contributions or proposals for articles to: Kyle Sipples, Editor,
KSipples@autosavergroup.com
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Kyle Sipples, Editor
KSipples@autosavergroup.com

Defender, The NADC Newsletter is published by the 
National Association of Dealer Counsel

1800 M Street, NW, Suite 400 South, Washington, DC 20036
Phone: 202-293-1454 • Fax: 202-530-0659 • www.dealercounsel.com

®

2024 DEFENDER
Advertising Opportunities

o ½ page ad $150.00	 o ¼ page ad $100.00

 5” high x 7.5” wide	 5” high 3.75” wide

 Months: 
o January o February o March o April o May 
o June o July/August o September o October  
o November/December

Submit here: https://form.jotform.com/233045425841149
Contact: Jennifer Polo-Sherk, jpolo-sherk@dealercounsel.com
NADC, 1800 M Street, NW, Suite 400 South
Washington, DC 20036, Ph: 202-293-1454 Fax: 202-530-0659

Scott Silverman
DSR Motor Group
Needham, MA
President

Eric Baker
Wisconsin Dealer Law 
Madison, WI 
Vice President

Donald W. Gould, II
Johnson DeLuca Kurisky & Gould, P.C.
Houston, TX
Treasurer

Timothy Robinett
Manning, Leaver, Bruder & Berberich, LLP
Los Angeles, CA 
Secretary

Jami Farris
Miles Mediation and Arbitration
Charlotte, NC
Immediate Past President

Jim Appleton
New Jersey Coalition of Automotive 
Retailers, Inc.
Trenton, NJ 

Ronald Campione 
DOWC, LLC 
Parsippany, NJ 

Victor Danhi 
ArentFox Schiff LLP
San Francisco, CA 

NADC Board of Directors

Kate Kelley 
CarMax 
Richmond, VA 

Evan Nahmias 
City Enterprises, LLC 
Franklin, TN 

Sarah Seedig 
Holland & Knight LLP 
Denver, CO

Michael Semanie
Killgore, Pearlman, Semanie, Denius & 
Squires
Orlando, FL

Kyle Sipples
Autosaver Group
St. Johnsbury, VT 

Robert Shimberg
Hill Ward Henderson
Tampa, FL

Todd Sprinkle
Parker Poe
Atlanta, GA

Erin H. Murphy
NADC Executive Director
Washington, DC

Past Presidents
Johnnie Brown
Pullin, Fowler, Flanagan, 
Brown & Poe PLLC
Charleston, WV

Andrew J. Weill
Weill & Mazer 
San Francisco, CA

Stephen P. Linzer
Retired
Phoenix, AZ

Oren Tasini
North Palm Beach, FL

Patricia E. M. Covington
Hudson Cook, LLP
Richmond, VA

Rob Cohen
Rob Cohen, PLC
Newport Beach, CA

Michael Charapp (deceased)
Mahdavi, Bacon, Halfhill, & 
Young, PLLC
McLean, VA

Jonathan P. Harvey
Jonathan P. Harvey Law Firm
Albany, NY

https://form.jotform.com/233045425841149

